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Name of Company covered by this certilication: Holway Long Distatice Company
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Name of Officer B.ntce Copsey

Title of Officer signing: General Manilger

L Bruce Copsey, certify that I am an officer of tile Couipany named above, and acting as
an agent of the Company. that I have personal knoWledge that the Company has established
opemting procedures that ilre adequate to ensure compliance with the Commission's CPNl rules.
Sce 47 CF.R. § 1i4.200! el seq.

Attached to this certilJcation as Exhibit J is M acconipanying statemcnt explaining how
the Compants j)l'Oeedures erlSlire tMt the COlilpany is in compliance with the requirements set
forth in section 64.200J et seq, ofthe Commission's rules.

The Company has not taken any aetioTls (proceedings instituted or petitions filed by a
cOl11jlMy at eith",1' state commission, the cqu,t system, otat the Commission against data
brokers) against data brokers in the past year. Companies must report OTl atty informatlmi that
they have with rcspectlo the processes pretexters are using to attempt to access CPNl, and what
SiLl'S companies are taking to protect CPNJ.

The Company bas not received any customer cqmplaints in the past year concerning the
unauthorimd release of CPNI (number of customer complaints a company has received related to
unauthurized access to CrNI, or unauthorized disclosure of CPNI, brokcn down by category or
complaint, e.g., instances of improper access by entployec." instances of improper disclosure to
individuals not authorizcd to receive the inlonnation, or instances of improper access to online
information by individuals not alI'thorized~tpview the information).
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Signed ?::~·k,__.,j· .,,"19);,J;::t,(
.JL..._ _ ,_. !//__,..... _

cc: Telecommunications Consumers Division, Enfotk1'llent Bureau
Best Copy and Pri nting, Jnco



Exhibit I

Holway Long I)istance Company

S'fAncMENT EXPLAINING HOW nm COMPANY'S OPERATING PROCEDURES
ICNSURE COMPLIANCE WITH THE FCC'S CPNI RULES

l. Custome,' PropTictl">' Networklnformatiol1 ("CP1'1I")

CPNI is defined in Scction 222(1) of the Communications Act as (A) information that relates
to t1w quantity, teehnical configuration, type, destination, and amOunt of use of a
tele(~Ommllnications service subscribed to by any CUStomer ofa telecoJnmunications calTier,
and that is made available to the carrier by the CtlstOnlel' solely by vidue of the carrier,
customer relationship; and (B) information contained in the bills pCltaining to telephone

SC'T'Vlt;e or tdephone ton service received by a customer of a carrier (except that
('PNT does not include subscriber list information).

Generall.y, CPNl includes personal inform.atian regarding a consumer's usc of his or her
telecommunications services, CPNl encompasses information such as: (a) tho telephone
numbers called by a consumer; (b) the telephone nlll11bers calling a customer; (c) the time,
locatic)11 and duration of a consumer's outbound and inbound phone calls, and (d) the
te]ecomnmnlcaticl11s and information services purchased by a consumer.

Call. clewil information (also known as "call. records") is a category of CPNl that is
pmticlliarly sensitive fj;om a privacy standpoint and that is sought by pretexters, hackers and
other unauthorized entities for illegitimate pmposes, Call detail includes any inll.)1'IJ.1ati01t
that pertains to the, transmission of a opeeltic tclephone call, including the number called (for
outbound calls), thc number from \",hich the call was placed (lor inbound calls), mlCI the date,
time, location and/or duration ofthc call (for all calls).

n, Us,, and lJisclosllI'c of CI'NI Is Resilictt,d

The Company recognizes that CPNl includes infol1nation that is persolU11 and individtmlly
identifiablc, and that privacy concems have led COllgress and the FCC to imposc restrictions
upon its use and disclosure, and UPOIl the provision of access to it by individtlalS or entities
inside and outside the Company.

'rhe Company has designated a CPNI Compliance Orncer who is responsible for: (I)
communicating with the Company's attorneys and/or consultMts regarding CPNI
responsibilities, requirements and restrictions; (2) supervising the training of Company
clnploYl,,,:es and agents who use or have access to CPN1; (3) supervising the use., disclosure,
distribution or access to the Company's CPNI by independent contractors Imd joint venture
partncrs; (4) maintaining records regarding the use of CPNI in marketing campaigns; and (5)
receiving, reviewing and resolving questions or issues regarding use~ disclosure, distribution
or provision of access to C'PNL



Company employees and agents that may deal witb CPNI have been informed tbat there are
substnntial lederal restrictions upon CPNI usc, distribution and access. In order to be
'llithorized to usc or acccss the Company's Cl'NI, employees and agents must receive
training with respect to the requirements of Section 222 of tbe Communications Aet and thc

CPNI Rules (Subpart U of Part 64 of the FCC Rules).

I3dorean agent, independent contractor or joint venture partner lIlay receive or be allowed to
access or use the Company's CPNl, the agent's, independent co11tractor's or joint ventwe
partner's agreement with the Company must .eontain provisions (or the Company and the
agent, independent contractor or joint ventnre partner must enter into an additional
coni1dentiality agreement which provides) that: (a) the agent, independent contractor or joint
venture partner may use the CPNl only for the purpose for which the CPNl has been
provided; (b) thr~ agellt, independent contractOr or joint venture partner may not disclose or
distribme the CPNI to. or allow access to the CPNJ by, any other party (\1I11e8S the agent,
independent contractor or joint venture partner is cxpressly and spec:ifically required to do so
by a com1 order); and (e) the agent, independent et)tltractor or joint venture partner must
implement 'lppropriate and specific safeguards acceptable to the Company to ensure the
confidentiality of the Company's CPNI.

HI.Pro!cctiOl) of CPNI

t. '11)(; Company may, after receiving an appropriate written rcqtlest from a c(lstomer,
disclose or provide the customer's CPNl to thc c(lstomer by sending it to the customer's
address or record. Any and all such ctlS((l1l1er requests: (1) must be mad~, ill writing; (2) must
include the customer's correct billing name and address and telephone number; (3) must
spedl)' exactly whilt type or types of CPNI must be disclosed or provided; (4) must speeify
the time period for which the CPNI must pe disclosed or provided; and (5) must be signed by
the customer. The Company will disclose CPNl upon afJ1Tmative written request by the
customer to any person designated by the customer, but only after the Company calls the
customer's lelepbone number ofrecord and/or sends a notification to tbe customer's address
of record to the accmlley of this re'Itlest.

2. The Company will provide a customer's phone records or otber CPNl to a law
enforcement agency in accordance with applicable legal requirements.

3, Since December 8. 2007. tbe Company retains all customer passwords and "shmed
secrct" question-answer combinations in secure liIes that may be accessed only by authorized
Company employees who nced sucb inforl1Jation in order to authenticate the identity of
customers requesting call detail information over the telephone.

4. Since December 8, Z007, Company employees authenticate all tclephone requestS for
CPNl in the Same manner whetber or not the CPNI consists of call delail information, Tbat
is, Company employees must: (a) be furnished tbe customer's pre-established password (or
correct answers to the back-up "shared secret" combinations); (ll) send the requested
information to the customer's postal or electronic "address of record" (see definition above);"



or (c) call the customer back at the customer's "telephone number of record" (see definition
above) with the requested inforrnatio!1,

5, If a custorl1t;r subscribes to multiple services olTered by the Company and an afliliate, tbc
Company is permitted to share theeustomer's CPNI regarding such services with its afEiiale.
If a cus(()mer docs n6t subscribe to any telecommunications or non-telecommunications
services olJercd by an affiliate, the Company is not permitted to share the customer's CPNI
with the aniliate witlwut the customer's consent pltrsllant to tbe appropriate notice and
approval procedures set f()!'th in Sections 64.2007, 64.2008 and 64.2009 ohbe FCC's Rules.

6. \Vhcn an C':>\isting custorner calls the Company to inquire about ororder new; additional or
modil1cd services (in-bound marketing). the Company may lise tbe customer's CPNI other
Ihll!l call detail CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the ora! notice required by Sections 64.2008(c) and
64.200S{i) of the FCC's Rules and after the Company alithenticalcs the customer.

Since December 8, 2007, the Company discloses or relt'ases caIl detail iuformation to
customers during customer-ir1itiaied telephone contacts only when the customer provides a
pre-established password. II' the customer does not provide a password, cail detail
information is released only by sending ii to the customer's address of record or by thc
carrier eailing the customer al the telephone number of record, If the customer is able to
provide to the Compllr\Y during a customer-in1tiated telephone call, all of the call detail
ill formation necessary to address a customer service issue (i.e., the telephone number called,
when ii was called, and, if applicable, the amount charged for the call) without Compa11Y
assistance, then the Company may lake routine customer service actions related to such
inlnrmation. (However, under this circumstance, the Company may 110i disclose to the
customer any call detail information about the customer account other lhan the call detail
information that the customer provides without the eustomerlirsl providing a password.)

7, The Cmupany uses, discloses, and/or permits access to CrN] in. connection with
Company-iuitiated market.ing of services ttl which a customer does not already subSCribe
from the Company (out-bolmd marketing) only pursuant to the noticc and approval
procedures set forth in Sections 64.2007, 64.2008, and 64.2009 of the FCC's RUles. All
proposed out-bound marketing activities are reviewed by the Company's CPNI Compliance
Officer for compliance v·/ith the ePNI restrictions and requirements in the Communications
Act and thcFCC Rules.

8, '111C Company maintains appl'Oprlate paper and/or electronic records that allow its
empJoyees. indepenele!1t contraclors and joint ven!urc partners to clearly establish the status
of each (~ustomcr's Out-out and/or Opt-In approvals (if any) pri()r to use of the cLlstomer's
CPNL These records include: (i) the date(s) of any anel all of the customer's deemed Opt-oui
approvt!ls and/or Opt-in approvals, together with the dates of any modifications or
revocations of such approvals; and (ii) the type(s) of CPNI use, aCcess, disclosure and/or
distribution approved by the customer.



9, Bdi)re a customer's CPNI can be )tsed in an out-bound marketing activity or campaign,
the Company's records must be checj{ed to determine the status of the custOlller's CPNI
approvaL Company employees, independcnt contractors and joint venture pmtners are
rcqllired )0 notify the CPNI Compliance OfT1cer of any access, al~cLlracy or security problems
Ihey cncollnter with respect to these records,

If new, additional 01' extended apllrovals are, necessary, the CPNI Compliance Officer will
determine whether the Company's "Opt-Out CPNI Notice" or "Opt-In C:PNI Notice" must be
used with respect to various proposed out-bound marketing activities,

10, The CPNI Compliance OfT1cer will maintain a record of each (lut-bound marketing
activity or campaign, including: (i) a description of the campaign; (ii) the specific C:PNI that
was used in the campaign; (ii i) the date m1dpwpose of the campaign: mld (iv) what products
and services were offered as part of the campaign. Tbis record shall be maintained for a
Inillimum of ()nL~ yeaI'.

11 The Company's employees and billing agents mllY use C:PNI to initiate, render, bill and
('(llkel fiJI' telecommunications services, The Company may obtain infi.lnnation Ij'om new or
cxisting eustOl)1crs that may clltlstIllrte CPNI as part of applications or requests lur new,
additIon'll or modified services, and its employees and agems mill' ttse such customer
information (without further customer Ilpproval) to initiate alld j1rlwide the services,
Likewi,,",, the Company's employees and billing ag\\lltsmay use cust()mer service andeaning
records (with,jut customer approval): (a) to bill customers for services rendered to them; (b)
W itlVcstigate ,md resolve disputes wit11euSlomerS regarditl~ their bills; and (e) to pursue
legal, arbitration, or oHler processes to colli~ct late or unpaid bills from customers,

Tbe Company's employees and agents may use CPNI without customer approval to
protect the Company's rights 01' propcrty, and to proteet users and other carriers fi:om
fraudulent, abusive or illegal use of (or subscription to) the telecommunications service [i'om
which the CPNI is derived.
Because al.legalions and investigatiQllS of iraud, abuse mad illegal use constitute very
sensitive maHers, any access, lise, dise!oStlre or distribution of CPNI pursuant to this Seetion
must bc expressly approved in advance and in writing by the Company's C:PNI ComplimKe
Omcer.

13, The Company's employees, agents, independent contractors and joint venture partners
may NOT usc CPHI to identi [YOI' track customers who have made calls to, or received calls
fi-om, competing earriers, Nor may tbe COll1ptmy's employees, agents, independent
contractors or joint venture partners use or disclose CPNI for personal reasons or profit.

14, Company policy mandates tbat files containing CPNI be maintained in a secure manner
sllch that they Gannot he used, aceessed, disclosed or distributed by unauthorized individuals
or in an unauthorized manner.

15. Paper files c,ontaining (,~PNj are kept in secLrre areas, and may n01 be used. removed, or
copied in an unauthorized manner.



16. Company employees, agents, independent contractors and joint venture partners are
required to notify the CPNI Complial1t1c Officer of any access or security problems they
encountcr with rcspect to illcs containing CFNL

17, Thc Company may permit its customers to establish online accounts, but niust require an
appropriate password to be fumished by the eustomcI' before he or she can access allY CPNl
in his or her online account Since December 8, 2007, passwords may NOT be based upon
readily obtainable biographical information (e,g, the eustomet's nal1l.e, mother's maiden
name, social security number or date of birth) or accotll1t ini(lrmatiol1 (e,g, the customer's
telephone number or address).

t8, Since December 8, 2007, costorncrs may obtain an initial or replacement password: (i) if
come in person to the Company's business offi.cc, produce a driver's license, passport or

other government-issued idelltification verifying their identity, and correctly answer certain
questions regarding their service and address; or (ii) if they call a specified Company
te!cj,hone number from their telephone number of record, and then wait at that number until
a Company representative calls thcm hack aJ1d l,btains correct answers to certain questions
regarding their service and address.

19. Dccember 8, 2007, the Company will notify customers immediately of certain
changes in t!leir accounts that may affect privacy or security matters,

a, The types of changes that require immediate Mtificatioll include: (a) change or request
for change of the customer's password; (b) change or request for change of the
customer's address of record; (e) ehatlge or request lor ohange of any signifiOaJll element
of the customer's online account; and (d) a change or rcqnest f()r chall.ge to the
customer's responses with respect to the back-up means of autllentication for lost or
forgoltell passw01'ds,

b, The notice ntay be provided by: (a) a Company call or voieemail to the customer's
telephone nOl11ber of record; (b) 11 COl11pan)i text message to the oustomer's telephone
number ofrcoord; or (0) a wTitten notice (nailed to the oustmner's address of record (to
tbe customer's prior address of record if the change includes 11 ohango in the customer's
address of reoord),

e. 'Che notice most identify only the genertd type of change and must not reveal the
changed lnt~)nl1a.tion.

d. The Company employee or agent sending the noticc must prepare and lumish to the
CPNI Compliance Oflieor a l11emorandom containing: (a) the name, address of record,
and telephone number of record of the customer notified; (b) a copy or the exaCt wording
of the text message, '''Titten noticc, telephone message or voicemail message comprising
the notice; and (c) the date and time that the notice was senL



20. Since December 8; 2007, the Company m\JstprQvide an initial notice to law enforcement
and a subsequent notice to the customer if a security breach results in the disclosure of the
customer's CPNI to a third party without the customcr's authorization.

a. As soon as practicable (and in no even! 1110re than seven (7) clays) after the Company
discovers that a person (without authorization or exceeding atlthorization) has
intentionally gaincd access to, used or discJosed CPNl, the Company must provide
electronic notification of such breach to the United States Secret Service and to the
Federal Bureau of Investigation via a central reporting lacility accessed through a link
maintained by the FCC at !llliJ-.1iyvww.fcc.gov!el::>!c12ni.

21. Since December 8, 2007, the Company will provide customers with access to CPNI at its
rettliJ l.oeations if tile customcr presents a valid photo ID and the valid photo ID matches the
name on the account

22, Since Deccmber 8, 2007, thc C"mpany takes reasonable measures to discover and protect
against <lctivity that is indicative ofpretcxti,l1g inchlding requiring Company employees,
agents, indepcndent contractors and joint ventUre partncrs to notify the CPNI Compliance
Oflicer immediately by voicc, voiccmail or email of: (a) any suspicious or unusual call
requesting 11 custo.mer's caU detail illformation or other CPNI (including a call where the
caller furnishes an incorrect password or incorrect ansWer to one or both of the "shared
secret" question-answer cC\lU1:linations): (b) any suspicious or unusual attempt by an
il1dividwil to (;hange a customer's paSSWOrd or account information (including providing
inadequatc or inappr(JIJriate identification or incorrect "address or record," "tclephone
l1\!lnber of rccord" or other signillcum service infon11atjon); (c) any and all discovercd
instances access to the Company's electronic fries or databases conta.illiIlg passwords
or CPNI was denied due to the provision incorr¢ct 1<~gil1s andlo]' passwords; and (d) any
C:oll1pJaint by II custot\Jer Clf l1l13\lth(\rized or inappropriate use Or dl"tlosnre of his or hcr
CPN I. The CPN! Compliance Officer will requcst further informatio!1 in writing, and
investigate or supervise the invcstigation oj~ any incident or group of incidents that
reasonably appcar to entail pretexting.

IV. CI'M Compliance Officer

In addition to the specific matters required to be reviewed and approved by the Company's
CPNl Compliance Officer, et\Jployecs and agents, independent contractors and joint venture
partners arc stTOng!y encouraged to bring any and all otber questions, issws orllncertainties
tcgarding tbc use, disclosure, or access to CPNl to the atterltiOll of tbe Company's CPNI
Compliance Officcr for appropriate investigatio!1. tcview and guidance. The extent to which
a particular employee or agent brought ;1 CPNI matter to the attention of the CPNl
Compliallce Officcr and recclved appropriate guidance is a material consideration in any
disciplinary action brought against the employee or agent for impermissible use, disclosure
or access to CPNI.



v. Disciplinary Prl>cedllres

The C:ortJpany has informed Its employees and agents,indepemlent contractors and joint
vcntllre partner,; that it considers compliance wIth the Communications Act and FCC Rules
regarding the lise, disclosure, and access to CPNI to be very impottHnl.

Violation by Company employees or agents of such CPNI requirements will lead to
disciplinary action (including remedial traIning, reprImands, Ulyfavorable performance
reviews, probation, and termintrtlcm), depcnding upon the cIrcumstances of the violation
(includIng the severity N' the vio!ati(lti, whether the violatIon was a first tIme or repeat
violation, whether appropriate guIdance was sought or received from the ePNl Compliance
Ofllccr, and the extent to which the violation was or was not deliberate or mOlicious).

Vitjlatiol\. by Company independent cOntractors or joint venture ]JaJtners of such CPNl
requirements will l"ad ttl prompt disciplinaty aClio11 (llp to and inc1nding remedIal tnllning
and termination of the c0l1tmet).


